OPEN COMMUNICATION AND ADULT
SUPERVISION ARE THE FOUNDATIONS
OF ONLINE SAFETY

W Create family rules and online

guidelines together and discuss how
they protect everyone’s personal
well-being and information.

Spend time together online to teach
kids appropriate online behavior
and communication expectations.

Monitor time spent on computers,
smart phones, tablets, and gaming
consoles. Keep computers in
common areas of the home.

Encourage kids to come to you or
another trusted adult about any
message, image, or webpage that
was uncomfortable, weird,

or unusual.
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Kids often rely on the
internet to access online
spaces for education, online
gaming, and social media.

We encourage caregivers to be
aware of the importance of online
safety to protect kids from:

Cyberbullying

Sexual harassment
and abuse

Identity theft, scams, and
phishing attmepts

Exposure to inappropriate
content

Trafficking

The following guidelines are for parents
and caregivers to use while kids learn,
communicate, and play online.




PROMOTE HEALTHY ONLINE
INTERACTIONS WITH OTHERS

W Discuss what cyberbullying looks like
and what types of communication
are acceptable and unacceptable to
send and receive.

W Avoid responding to a threatening
message by blocking or
“unfriending” the other user.

W Discuss the risks of chatting with
strangers and avoid “friending”
anyone they don’t know.

¥ Avoid meeting anyone in-person
without a caregiver’s approval
and supervision.

PROTECT PERSONAL INFORMATION

Avoid posting or sharing personal
information (address, phone
number, school, or location) with
strangers privately or in public posts.

Use a screen name for identification
only and don’'t share passwords with
anyone besides one’s parents, legal
guardians, or caregivers.

Make social media accounts private
so strangers can't view personal
information.

Keep hardware and software
updated on digital devices and
consider adding device malware
protection.

Visit SafeSecureKids.org to learn more

about talking with children about consent,
feelings, and boundaries.

ENSURE ACCESS T0 AGE:
APPROPRIATE CONTENT

Set up parental controls on

devices and search engines, block
inappropriate websites, and
bookmark their favorite websites for
easy access.

Show youth how to identify which
websites are safe to access by
following age restrictions and
entering safe search terms in search
engines.

Explain how inappropriate content
can come from many sources like
emails, direct messages, inappropriate
websites, and pop-up ads.

Avoid clicking on links or pop-up ads,
opening attachments, accepting gifts,
or downloading any files without a
caregiver's permission first.

RESPONDING TO HARMFLL
ONLINE BEHAVIOR

Take kids seriously if they report

feeling uncomfortable after receiving
an online message or viewing
inappropriate content.

Let them know it's not their fault
and that you're glad they came to
you because you know how hard it
can be to discuss things that make

us uncomfortable.

Save screenshots, block the other
user, and change the child’s online
credentials (screen names, usernames,
emails, and passwords) so the other
user can’t locate them again.

Contact the website’s administrators
and law enforcement to report the
other user’s harmful behavior or
posted inappropriate content directed
at an underage user.




